TE IT Semester 6
ITL603- Cloud Service Design Lab Experiment no. 10
Demonstrating cycle of Amazon AWS EC2 instance.

Software required: Web Browser, PuTTY 0.73, WinSCP 5.17.2.
1. Visit https://aws.amazon.com

©  Amazon Web Services (AWS) -

&= (O 8 hitps//aws.amazon.com J= ( WPrivate@ f)) -

Q =

Start Building on AWS Today

Whether you're looking for compute power, database storage,
content delivery, or other functionality, AWS has the services to
help you build sophisticated applications with increased flexibility,
scalability and reliability

Create a Free Account

View AWS Free Tier Details »

4 https:/portal.aws.amazon.co... 7= ( InPrivate (2) )

English =

Create an AWS account

Email address
I

Password

Confirm password

AWS account name €

kashif-k-awsg|

Continue

Er. Kashif Kaularikar
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Demonstrating cycle of Amazon AWS EC2 instance.

3. Provide contact information

# AWS Console - Signup

& https://portal.aws.amazon.co... 3" InPrivate (2) )
ps://p

English =

Contact Information

Al fields are required.

Please select the account type and complete the fields below with your contact details.
Account type @
() Professional (@ Personal
Full name

Kashif Kaularikar

Phone number

-

4. Provide payment information (Debit/ Credit card details, 2Rs will be deducted and
refunded back)

@ AWS Console - Signup

&  https;//portal.aws.amazo... = InPrivate (2) )

English ~

Payment Information

We use your payment information to verify your identity and only for usage in excess of
the AWS Free Tier Limits. We will not charge you for usage below the AWS Free Tier
Limits. For more information, see the frequently asked questions

@ As part of our card verification process we will charge INR 2 on your card when you click the
“Secure Submit” button below. This will be refunded once your card has been validated. Your
bank may take 3-5 business days to show the refund. Mastercard/Visa customers may be
redirected to your bank website to authorize the charge.

Credit/Debit card number

—

Expiration date

TATA CARDS gﬁﬁggg&g‘
Enter One Time Password (OTP) for secured online transaction
One-Time Password (OTP): [ ...... | ]

Merchant: AMAZON INTERNET SERVICES
Amount: 2.00 INR

Date:

Card Numher'l

Request for New OTP - click here

OTP is valid for 10 minutes & for this transaction only.

One Time Password (OTP) sent to Primary Cardholder's registered mobile no. ending with 5785
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5. Confirm your identity by providing mobile number to contact and then verifying
using OTP.
' AWS Console - Signup

O & httpsy//portal.aws.amazo... j= [ InPrivate (2) 9

English =

Confirm your identity

Before you can use your AWS account, you must verify your phone number. When you
continue, the AWS automated system will contact you with a verification code

How should we send you the verification
code?

® Text message (sMs) O Vvoice call
Country or region code

India (+91)

Cell Phone Number

) AWS Console - Signup

O & https://portal.aws.amazo... = | InPrivate (2)

English =

Select a Support Plan

AWS offers a selection of support plans to meet your needs. Choose the support plan that
best aligns with your AWS usage. Learn more

=

Basic Plan Developer Plan Business Plan

I Free D From $29/month From $100/month

» Included with all « For early adoption, For production workloads
accounts testing and development & business-critical
dependencies
« 24x7 self-service access « Email access to AWS
to AWS resources Support during business 24/7 chat, phone, and
hours email access to AWS
« For account and billing Support
issues only 1 primary contact can
open an unlimited Unlimited contacts can
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7. Signin to console of AWS
Registration Confirmation

Welcome to Amazon Web Services

Thank you for creating an Amazon Web Services Account. We are
activating your account, which should only take a few minutes. You

will receive an email when this is complete.

Sign In to the Console

Check your tax details for accurate invoicing >>

Contact Sales

Personalize Your Experience

Fill in the blanks below to receive recommendations catered to your role and -

@] rj https aws.amazon.com = InPrivate (2)

Q

8. Select data center from default to Asia Pacific (Mumbai

AWS Management Console

AWS services Access reso

Find Services = Access
A =
» All services Explore AW
Amazon Reds
Build a solution Fast, simple, co
+ started with simple wizards and automated workfiows queries to your
Launch a virtual machine  Build a web app Build using virtual servers Run Serverles
With EC2 o

AWS Fargate .

2-3 minutes to manage sery

Er. Kashif Kaularikar
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9. Click to launch a virtual machine with EC2

@ AWS Management Console

O & https://ap-south-1.console.aws.amazon.com,

Services v Resource Groups *

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

Q

b Allservices

Build a solution

ple wizards and automated workflos

Launch a virtual machine
With EC2

Build a web app Build using virtual servers
With Elastic Beanstalk With Lightsail

6 minutes 1-2 minutes

2-3 minutes

e e

10. Select an AMI available under free tier

W Launch instance wizard | EC2 M

G https//ap-south-1.console.aws.amazon.com Y= ( InPrivate ) Y

Services Resource Groups ~ * .I'_\ kashifk ¥  Mumbai v  Support v

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Cancel and Exit

hoose an Amazon Machine Image (AMI)

3 SUSE Linux Enterprise Server 15 SP1 (HVM), SSD Volume Type - ami-0e0e7b809aea48186 (84-bit x86) / ami- m
Oeeded2e70c6b53e0 (64-bit Arm)
@® 64-it (x86)
SUSE Linux Enterprise Server 15 Service Pack 1 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, Advanced Systems. O 6a-oit (Am)
Management, Web and Scripting, and Legacy modules enabled -
Root device type: ebs  Virtualization type: hvm  ENA Enabled: Yes
Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-0620d12a9cf777c87 (64-bit x86) / ami-06b0afcb36d2e27 m
(64-bit Arm)
B4-bit (x86)
Ubuntu Server 18.04 LTS (HVM) EBS General Purpose (SSD) Volume Type. Support available from Canonical O oot
(http:/fwww.ubuntu com/cloud/services) B
Root device type: ebs Virtualization type: hvm ENAEnabled: Yes
Are you launching a database instance? Try Amazon RDS. Hide
. Amazon Relational Database Service (RDS) makes it easy to set up, operate, and scale your database on AWS by automating time-consuming

database management tasks. With RDS, you can easily deploy Amazon Aurora, MariaDB, MySQL, Oracle, PostgreSQL, and SQL Server
databases on AWS. Aurora is a MySQL- and PosigreSQL-compatible, enterprise-class database at 1/10th the cost of commercial databases. Leam
more about RDS

Amazon RDS

Privacy Policy ~ Terms of Use

&  https.//ap-south-1.console.aw: *= InPrivate ) EY

Services v  Resource Groups v L teshifk ~  Mumbal v Support v

M 2.Choose Instance Type

hoose an Instance Type

nces are virtual servers

pplications. Leay

Fiterby:| Generalpurpose ~ |  Currentgeneration v  Showiide Columns
Current 5, 1¥CPUS, 2.5 GHz, Intel Xeon Family, 1 GI& memory, EBS only)
EBS.Optimized Available e
Type -~ VCPUs (i) -  Memory(GIB) - Instance Storage (GB) (i)~ -Optimized Available _  Metwork Performance (i)~ Support
i
i
2 nano 1 05 £8S only - Low 1o Moderate Yes
12 micro
General purpose 1 1 £85 onl - Low to Moderate Yes
. .
General purpose 2 smai 1 2 €8S only Low 10 Moderate Yes
General purpose 12 medum 2 4 €85 only ow to Moderate Yes
General purpose 2 large 2 8 £8S only Low 1o Jig

Cancel | Previous [ETUIVEUETEWILIE  Next: Configure Instance Details

@ Feedback @ Engiish (US) Prwvacy Polcy  Terms of Use
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12. Configure the instance, keep default and move to next step

B Lounch instance wizard | EC2 M- X

8 https//ap-south-1.cc s.amazon.com

Services v  Resource Groups v % A kashifk v Mumbai

instance Type 3. Configure Instance 4

torage  5.Add Tags 6. Confiqure Security Group

onfigure Instance Details

e 10 Suit your require

nis. You can launch multiple instances s

M1, request Spot instances to take as

Instanc

Number of instances.

i 1 aunch into Auto Scaling Group (1
Purchasing option (j
Network [} vpc-76a0cs1e 3 Cc
Subnet (j No preference (defaull subnet in any Avaitadility Zon 9 Create new subne
Auto-assign Public P ( jse subnef setting (Enable) 0
Placement group (i Add instance to placement group
Capacity Reservation (| Open

1AM role (j None

Shutdown behavior

Stop 4

Cancel | Previous

Review and Launch

@ Feedback @ English (US) Privacy Policy

Services v  Resource Groups v % Kashifk v Mumbai v

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

dd Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance, or
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2

Delete on
Termination
@

Root Idevisdal snap70c635254354ad3364 [General Purpose SSD (gp2) ~] 100/3000 NA

Add New Volume

Volume Type (i) Device (i) Snapshot (i) Size (GiB) (i) Volume Type

. Throughput
10PS @ |y :

1B7%)

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. |Leam more about free usage tier eligibility and
'USage restictions,

Cancel | Previous [ECNEVEILTENLEY

@ Feedback @ English (US)

B https//ap

Services ~  Resource Groups A kashifk - Mumbai ~

Choose AMI 2. Chonse Instance Type

4AddSrge  5.AddTags 6. Configure Se

ve: key-value pair] For example, you could define a tag with key = Name and value
10 VOIUMES, INSIANCES OF BO
ces and volur

« about 1agging your Amazon EC2 fesources.

Key (128 characte samul value 5 characte XUl Instances (| Volumes (i

Choose the Add tag button of cl a Name 1ag
Make sure your 1AM policy inchudes permissions to create tags

Add Tag

Cancel  Previous [ICETRUERETEIENN  Next: Configure Security Group

@ Feedback

Er. Kashif Kaularikar

ge of the lower pricing, assign an access management

Privacy Policy

Next: Add Tags

Terms of Use
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Launch instance wizard | EC2 M= X

&) https://ap-south-1.conso...

Services Resource Groups -~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage

Step 5:|Add Tags

Atag consists of a case-sensitive key-value pair. For example, you could define a tag with key =~
= Name and value = Webserver.

Acopy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2
resources.

Key (128 characters Value (256 characlers Instances = Volumes
maximum) maximum) (j) (j)

|createaBy | [kashifk |

|[reasonofCreation | [cSD test, Unix emulator

Cancel Previous Review and Launch Next: Configure Security Group

@ Feedback (@ English (US) Privacy Policy ~ Terms of Use

15. Create a new security group, specify name and description of group, select type of
traffic to allow and way of accessing VM

W Launch instance wizard | EC2 M

O & https:/ap-south-1.console. aws.amazon.com 3 InPrivate 2) [

Services v  Resource Groups v * L\ kashifk v  Mumbai v  Support v

1.Choose AMI 2. Choosenstance Type 3. ConfigureInstance  4.Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Configure Security Group

"Asecurity group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and
allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group o select from an existing one below. Leam more about
Amazon EC2 security groups.

Assign a security group: Create 2 new security group

O Select an existing security group

security group name: | [launch-wizard-for-CSD-VM ]
Description: | [security group to handle CSD UNIX VM ]
Protocol (i) Port Range (i)
Add Rule

A Warning ‘

Rules with source of 0.0.0.0/0 allow all IP addresses o access your instance. We recommend setting security group rules to allow access from known IP addresses only.

cance | previous ([ ETETEE)

@ Feedback (@ English (US) 8 o e y  TermsofUse

Er. Kashif Kaularikar Page 7 of 17
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16. Preview the details filled in previous steps and launch instance.

8 Lounch instance wizard | ECZ b

) A hitps//ap-south-1.console.aws.amazon.com

t= [ inPrhate ) 69

Services v  Resource Groups + % Mumbai +  Support ~

Choose AMI 2. ChosselnstanceTyos 3. Configure Instance 4. Add Storage

Review Instance Launch

@ Ubuntu Server 18.04 LTS (HVM), SSD Volume Type - ami-0620d12a9cf777c87

[TOYTAN buntu Server 18.04 LTS (HVM) EBS General Purpose (S50) Volume Typa. Support available from Cananical (hip /fwww ubuntu convcloudiservices).
LAl oot Devics Type sbs  Vietualizalion type: hym

5. Add Tag 6. Configure Security Group 7. Review

~ Instance Type Edil instance type

Instance Type EcUs VCPUs Memory (GIB) Instance Storage (GB) EBS-Optimized Available Network Performance

t2.micro Variable 1 1 EBS only Low to Moderate
~ Security Groups Edit security groups

Security group name launch-wizard-for-CSD-VM
Description security group to handle CSD UNIX VM
Type (i Protocol (i Port Range (i Source (i Description (i
All tframic All Al 00000
o teame an an n
Cancel

@ Feedback (@ English (US)

e

17. In order to get an access to instance create new Public-Private key pair. Specify the
name of key pair and download it, keep it safe. Launch an instance.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to

obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Create a new key pair
Key pair name

keyPairForCSDVM e

( Download Key Pair I )

Q You have to download the private key file (*.pem file) before you can continue. Store
itin a secure and accessible location. You will not be able to download the file again
after it's created.

~]

Cancs

e,
1‘ Launch Instances ’

Home Share View

v e
®© ~ 1 8 » kashifk » Downloads v| & | | Search Downloads ¥
30 Favorites g m § B | I A
B Desktop

18 Downloads
| Recent places
4 Libraries b - 2 i

[ Documents Compressed Documents Music Programs
& Music =

5] Pictures Y L
B Videos

% Computer
& Local Disk (C:)
s Local Disk (E)

Video keyPairForCSDVM.pem

“! Network

Bitems

Er. Kashif Kaularikar Page 8 of 17
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18. It will take some time to launch instance, to see status, go to console.

W Launch instance wizard | EC2 M

<« O & httpsy/ap-south-1.console.aws.amazon.com,

Services v Resource Groups ~ % O lashfk - Mumbai v

Launch Status

’ The following instance launches have been iniiafed: .01831ebdded1fc44  View launch log

Your instances are now launching ‘

Create biling alerts to get an email nafification when estimated charges on your AWS bill exceed an amount you define (for example, If you exceed the free usage fier).

@  Get notified of estimated charges ‘

How to connect to your instances

Your instances are launching, and t may take 2 few minutes untl they are in the running state, when they will be ready for you 10 use. Usage hours on your new instances willstart immediately and continue to accrue unti you stop or ferminate your nstances.
Glick View Instances o moritor your instances’stalus. Once your nstances are in the running state, you can Gonnect to them from the Insiances screen. Find out how lo connes fo your nstances.

~ Here are some helpful resources to get you started

+ Howto connest 10 your Linux nstance - Amazon EC2: User Guide

+ Leam about AWS Free Usage Tier + Amazon EC2. Discussion Forum

While your instances are launching you can also

- Create status check alarms to be nolfied when these instances fail status checks. (Additional charges may apply)
« Create and attach additional EBS volumes (Additional charges may apply)
- Manage security groups

® Feedback @ English (US) - ofuse

19. Check the status of instance and also note down hostname to access instance.

@0 Instances | EC2 Management (

A https//ap-south-1.console.aws.amazon.com 7= [ inprivate 2
Services v  Resource Groups v % 0 lashifk ~  Mumbai - Support v
ll un ehat A O 8 0
EC2 Dashboard - Q Filter by tags and attribute earch by keyword [~} 10101
BV . @ Nemo - | Instance ID « Instance Type - Availability Zone ~ Instance State ~ Status Checks ~  Alarm Status Public DNS (IPv) = Il
Tags
I- 101831sbddedifclds 2 micro ap-south-1b @ running © 22checks .. None Y ec213127-226-1420p.| 1
Report
¥ INSTANCES L4
Instances Instance: | -01831ebdded1fcfd4  Public DNS: ec2-13-127-226-142.p-50uth-1.compute. amazonaws.com 1 1-J8

Inst

e Types
Description  StatusChecks ~ Monitoring |~ Tags
Launch Templates

Bk et Instance I 1-01831sbddad1icidd Bublic DNS (IPv4)  ec2-13-127-226-142.3p-south:
1.comy onaws.com
Savings Plans Instance state  running 1Pvd Public 1P 13.127.226 142
Reserved Instances Instance type 12 mic 1P¥6 IPs
Dl it Finding ompute Optimizer for Elastic 1P
scommendations. Leam more
Capacity Reservations Private DNS  ip-172-31-3-132 ap-south. Availabilty zone  3p-south-1b
1 compute intemal
¥ IMAGES 3
Private IPs 172313 Sacurity groups  lau =
AMIS
Bundle Secondary private IPs Scheduled events >

@ Feedback (@ English (US)

20. Visit https://www.putty.org to connect instance using telnet (to access and work on

VM), install putty with default settings.

[ Download PuTTY - a free

& https:;//www.putty.org ( InPrivate (2) [ )

Download PuUtTY

PUTTY is an SSH and telnet client, developed originally by
Simon Tatham for the Windows platform. PuTTY is open
source software that is available with source code and is
developed and supported by a group of volunteers.

= e You can download Pu

Below suggestions are independent of the authors of PUTTY. They are not to be seen as
endorsements by the PUTTY praject.

Er. Kashif Kaularikar Page 9 of 17
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2 Download PuTTY: latest

= ( inPrivate ) BN) -

You probably want one of these. They include versions of all the PuTTY utilities.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ_entry’)

MSI (*Windows Installer)

32-bit: putty-@.73-installer.msi (or by FIP) (signature)
64-bit: putty-64bit-@.73-instsller.msi (or by FTP) (signature)
Unix source archive

.tar.gz putty-@.73.tar.gz (or by FTP) (signature)

4 -
21. Also download WinSCP from https://winscp.net for FTP access to instance (file
transfer to VM). Install WinSCP with default settings.

@w WinSCP = Official Site = Downloz X

O 8  https;//winscp.net

([ InPrivate @ BR) -

WInSCP 5.17 is a major application update. New features and enhancements include

«+ Improvements to sessions and workspace management, 5o that WinSCP can now easily restore tabs that
were open when it was last closed

+ Hardware-accelerated AES.

« Extension Archive and Downioad to archive remote files and download the archive.
= Improvements to Synchronization checklist window.

= Allowed sorting of find resuits

+ SSH core upgraded to PuTTY 0.73

« The binaries are signed with new EV certificate valid until February 2023

« List of all changes

Get it from

M Microsoft

1,089,802 downloads since 2020-83-@9

22. Open puttygen, a utility to extract private key from public-private key pair

downloaded in step 17. Click Load button, select .pem file downloaded in step 17,
click open, it will display success message.

Search

Apps
ﬁ Settings
i Files

Er. Kashif Kaularikar Page 10 of 17
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File Key Conyersions Help
Key
Nokey.

Actions
Generate a public/private key pair
Load an existing private keyfile
Savethe genersted key
Parameters

Type of key to generate: )
@ RsA ODsA OEcDSA
Number of bits in 2 generated key:

Save publc ey

(O Ed25519

X s x
® ~ g+ keshitk b Downloads » v & | SearchDownloads r
Organize ~ New folder =~ I @
-~ - y
A Favorites Name Date modified Type
B Desktop Compressed File folder
1 Downloads Documents File folder
] Recent places Music File folder
Programs File folder
4 Libraries File folder
3 Decuments |1 keyPeirForCsovMpem | PEM File
& Music
= Pictures
B Videos

8 Computer
i Local Disk ()
= localDisk () ¥ ¢

Sove prvele key

) 55H1 (RSA) File name: | keyPairForCSDVM.pem

2048

Successfully imported foreign key
(OpenSSH S5H-2 private key (old PEM format)).
To use this key with PuTTY, you need to

use the "Save private key” command to
saveitin PUTTY's own format.

23. Click on save private key button (with or without password for future use), save it in

secure location as .ppk file

File Ley Conyersions Help
Ky Are you sure you wan to save this key
Pube ke for pesting ks OpenSSH authorized eys e B without s passphrase to protect it
ez ~
| AAAABNeaC Iy ZEAAAADAGABAAABADC WEunw DHVILSE ZemCHICOMasHITS
TOwhGSrozes Y1 TLC Ao 4hal, T W
ANad TAXBAgP 72cnSINE5/XCh 2Kt 2Ge Andidg 2 Twh 2K 7L MSRGKHGAMUp HASIgY v o
Key fingemane: mshvaa 2048 cb-13:d2:20-99:83 10:05.42.8103 10: 3 we:2222
Koy commert: pored perach ey
Koy papaphvase:
Caréim passghrase:
Actions.
(Ganarate a pubhic/prvate key par Generate
Load an exstng prvate key fle
Save the genemted key
Paramaters
Tie of key 1o generate:
@ RSA DSA ECDSA S5H-1(RSA)
Number of bts in 3 generated key 2048
1 s+ kashitk » Downloads » v @ SearchDownload: » Home  Share  View
Organize »  Hew folder e @ © @ - 1t & shi. r Downlo.. )
e Favoites Hame Date moified Troe — ~
M Desieop Compresced 2t 8 Desaop }
& Downlaads Documents e felder 18 Downloads
%L Recent places Music e L Recent places Compressed  Documents.
Programs folder
G Librares Video e foider i Libraries
+ Documents % Documents
o Music o Music
= P et Video keyPairforC
etures i Puctuies SDVM.pem
B videos H videos
8 Computer o 2 1% Computer
v e LocalDisk (©)
Ineal Nisk (1 ¥

= Hide Folders

7 iterns

stekeyfo
CSOVM

Programs

24. Open PuTTY application, copy hostname (copied in step 19), expand SSH from

pane.

Search

Er. Kashif Kaularikar
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EI Teminal

= Window

&l Selection |

[=- Connection

Basic options for your PuTTY session
Specify the destination you want to connect to

- Keyboard
- Bell
- Features

- Appearance

. Load, save or delete a stored session
- Behaviour

.- Translation Saved Sessions

- Colours Default Settings

Load

Delete

Cloge window on ext:
() Mways () Never (®) Only on clean exit

25. Click Auth and then browse for .ppk file generated in step 23, click open to access

VM instance.

Category:

B Win

dow Options controlling SSH authertication

- Appearance
.. Behaviour Display pre-authentication banner (SSH-2 only)

Translation [] Bypass authentication entirely (SSH-2 only)
Selection
i i Colours
=) Connection

Authentication methods

Mtempt authertication using Pageant

[ Attempt TIS or CryptoCard auth (SSH-1)
Attempt "keyboardinteractive” auth (SSH-2)
Authertication parameters

[] Alow agent forwarding

of ysemame j

cation:

|C:\Users\kashif.k\Downloads\pn\rateKe| hDrowse. . !

26. In PUTTY security alert click Yes to add instance host as trustable.

The server's host key is not cached in the registry. You

have no guarantee that the server is the computer you

think it is.

The server's ssh-ed23519 key fingerprint is:

ssh-ed25519 255 5c:25:aT:8a:33:3T a5 df b Taafid%:8a: 10:2b: 88
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Er. Kashif Kaularikar
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27. Login using login name, in this case ‘ubuntu’.

ubuntu@ip-172

#* Ruthent
Welcome to Ubuni

* Documentatio
# Management:
# Support:

tu 18

M public key "imported-openssh-key"™
.04.3 LTS5 (GNU/Linux 4.15.0-1057-aws XB6_64)

n: https://help.ubuntu.con
https://landscape.canonical.com
https://ubuntu.com/advantage

System information as of Tue Mar 24 09:58:40 UTC 2020

System load: 0.0 Procesaes: 86

Usage of /: 13.6% of 7.69GB Users logged in: 0

Memory usage: 14% IP address for eth0: 172.31.3.132
Swap usage: 0%

0 packages can be updated.
0 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NCO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root™), use "sudo <command>".
See "man sudo root" for details.

ubuntu@ip-172-31-3-132:~5 pwd
/home/ubuntu
ubuntu@ip-172-31-3-132:~§ 1s
ubuntu@ip-172-31-3-132:~% whoami

ubuntu
ubuntu@ip-172-31-3-132:~5 ]

and click advanced, later click login button.

Search

Apps

(i | <B
Apps

E’ New Site Session
File protocol:
SFTP

Host name: Port number:
.—235—205.apiouiﬁ—l.compuhe.amazonaws.comI 22 =
. Password:
|ubunm| I |
Save |v

Tools - Manage -

Show Login dialog on startup and when the last session is dosed

Er. Kashif Kaularikar

28. Open WinSCP, and paste host name copied in step 19, specify user name as ‘ubuntu’
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29. In advanced window, click authentication from left pane, and specify location of .ppk
file generate in step 23, click ok

Environment

Directories P )
Recyde bin Authentication options

[ ] Bypass authentication entirely

Encryption Attempt authentication using Pageant
Attempt ‘keyboard-interactive’ authentication
Respond with password to the first prompt
Attempt TIS or CryptoCard authentication (55H-1)

Authentication parameters

[ allow agent forwarding

Private key file:
C:\sers\kashif.k'\Downloads\privatekKeyForCSDVYM. ppk

Display Public Key Tools hd

G55APT
Attempt GSSAPT authentication
[] Allow GSSAPT credential delegation

30. Add host key to cache and proceed with login.
ubuntu@ec2-13-232-235-205.ap-south-1.comput...
Searching for host...
' ot
Authenticating...

& Continue connecting to an unknown server and add its
host key to a cache?

The server's host key was not found in the cache, You have no guarantee that
the server is the computer you think it is.

The server's Ed25519 key details are:
Algarithm: ssh-ed23319 255
SHA-256:  HE8/+cCWe2zMOwNIOkKg TR7TEPZxNLgxaM58IWOURHmMA=
MD3: S5c25:a7:82:33:3Tahidficb: Ta:af:d9:82:10:2b:28

If you trust this host, press Yes. To connect without adding host key to the
cache, press No. To abandon the connection press Cancel.

Copy key fingerprints to dipboard

(D
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31. Upload some content on AWS EC2 instance.

Local Merk Files Commands Session Options Remote Help

[l &5 G2 Synchronize | Bl & | (48 | & Queue ~ Transfer Settings Default - i

= ubuntu@ec2-13-232-235-205.3p-south-1.compute.amazonaws.com X |G New Session

uF localDisk = (& < [F]~ (@ - D& % Jubuntu  ~ (2 - [ - Y & | K Find Files | 2,
{5 Upload ~ | [ Edit + 3¢ ) [ Properties £ New ~ =] £ New -
EACSDY /homefubuntu/

Mame Size Type Changed Mame Size Changed Rights Owner
P Parentclirectory  3/24/2020 12:32:43 PM e V242020 13741 AM erwex oot
I Bxp1 VMware worksta... File folder 3/17/2020 1:47:31 PM

J. Exp2 virtusiBox File folder 3/16/2020

1. BExp3 KVM File folder 3/16/2020

J. Expd hyper v File folder 3/16/2020

| Exp5 ulteo File folder 3/16/2020 4:

. ExpT xenserver File folder 3/16/2020

. Exp2 googleApp eng File folder 3/24/2020
Exp10 AWS EC2

File folder 3/24/2020
nt 3/19/2020 2:12:41 PM

[ Edit »
[ Upload. F5b |5 Upload.. |
x~ E;:a::‘g 2 Upload in Back¢ Upload i
= F§ Upload and Del Upload selected local file(s) to
B Copy Ctrl+C remote directory
File Custom Commands »
File Names v
Properties Fy
System Menu
134Bof 134Bin 1of ¥ OBof 0Bin0Oof0 6 hidden

& SFTP-3 0:01:02
.

32. Verify/ access the same, after upload, in instance.

Swap usage: 0%

0 packages can be updated.
0 updates are security updates.

Last login: Tue Mar 24 09:58:41 2020 from 106.209.210.73
To run a command as administrator (user "root™), use "sudo <command>".
See "man sudo_root"™ for details.

buntu@ip-172-31-3-132:~§ 1s

cat list)\ of\ exp.txt

virtual box

kvm

hyper v

ulteo

openstack

Eenserver

PaaS5 googleRppEngine

own Saal

AWS ECZubuntu@ip-172-31-3-132:~% I

W o =] & N W k)

[=]

33. From initializing state instance is in running state. Go to console, select instance,
click actions, and select instance state to stop. Instance will go in stopping state to
stopped state. It is equivalent to shutdown and later restart state of any machine.

i Instances | EC2 Management C.
« O & nhttps//ap-south-1.console. aws.amazon.com = (Cinprivten [)

Services Resource Groups ~ * cashifk Mumbai ~ Supy

@O new EC2 Experience Launch Instance v LTI W0 ESE
Tell us what you think A O % e
Connect
EC2 Dashboard new o Q Filter by tags and attributes or searcl 1to10f1
Events new
" . @ Name - Instance ID Create Template From Instance  SiNE 2P RERE RN SRIS Y
Tags Launch More Like This
I [ ] 1-01831a|;ddsd1
Reports lanc
Instance Settings
Limits
Image 3
¥ INSTANCES Instance: | i-01831ebdded1fcfad Networking Reboot -
Instances 1.compute.amazonaws.com CloudWatch Monitoring Terminate
Instance Types —
Description Status Checks Monitoring Tags
Launch Templates mew =
‘ 3

@ Feedback (@ English (US) Privacy Policy ~ Terms of Use

Er. Kashif Kaularikar Page 15 of 17



TE IT Semester 6
ITL603- Cloud Service Design Lab Experiment no. 10
Demonstrating cycle of Amazon AWS EC2 instance.

Stop Instances

Are you sure you want to stop these instances?

« F01831ebdded1fcf44

A Note that when your instances are stopped:
= Any data on the ephemeral storage of your instances will be lost.

Cancel

il Instances | EC2 Management C

< O O https//ap-south-1.console.aws.amazon.com, Y= [ WnPrivate ) B9)
Services ~  Resource Groups - * Q 3 Mumbai ~  Support v
@ niew EC2 Experience Launch Instance Actions v
Tell us what you think A O % ©
EC2 Dashboard new - Q Filter by tags and atiributes or search by keyword [~] 1to10f1
Events ne e
( @ MName ~ | Instance ID + | Instance Type ~ Y Z0Ne jmmliilanca.Stat Status
Tags T
e 10183 1ebddedtfcidd  ©2.micre ap-south-1b ) stopping
Reports
Limits
¥ INSTANCES )
Instances ) X
Instance: | i-01831ebddedifcf44  Public DNS; ec2-13-232-235-205.ap-south- [N - =
Instance Types 1.coMpUte.amazonaws.com
Launch Templates new —
Description Status Checks Monitering Tags
Spot Requests -
< r

Privacy Policy  Terms of Use

@ Feedback (@ English (US)

i@ Instances | EC2 Management C

& https;//ap-south-1.console.aws.amazon.com, InPrivate (2)

Services - Resource Groups v * y itk v Mumbai ~ Support v
@O New EC2 Experience Launch Instance Actions ¥
Tell us what you think A & # 0
EC2 Dashboard new B Q Filter by tags and attributes or search by keyword 9 1to10f1
Events new e
4 @ Name ~ Instance ID + Instance Type ~ Availability Zone ~ Instance State - Status
Tags
a i-01831ebdded1fcf44 12 micro ap-south-1b
Reports
Limits
¥ INSTANCES 5
Instances
Instance: | i-01831ebdded1fcfad Private IP: 172.31.3.132 _B=-=
Instance Types
Launch Templates nes Description Status Checks Monitoring | Tags
Spot Requests Instance ID  i-01831ebdded1fcf44 Public DNS (IPv4) - T
« »

@ Feedback (@ English (US)

Er. Kashif Kaularikar
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34. Again go to console, select instance, click actions, and select instance state to
terminate. This will delete instance permanently. This will take instance state to
shutting-down and then to terminated state.

Instances | EC2 Management C

& https://ap-south-1.console.aws.amazon.com 3= nPrivate (2) [

Services v  Resource Groups * [l kashifk v  Mumbai v  Supp

@ new EC2 Experience oo
Tell us what you think = A O % @
EC2 Dashboard new - Q Filter by tags and atiributes or searc} 1to10f1
Events new
vents . @ | Name ~ | Instance ID Create Templale From Instance  SiNE A AE R Y
Tags Launch More Like This
a 1-01831ebdded
Reports
) Instance Settings.
Limits
Image
¥ INSTANCES Networking
Instances CloudWatch Monitoring
Instance Types N
Launch Templates new Instance: | i-01831ebdded1fcf4d  Private IP: 172.31.3.132 _E =A==
Spot Requests —_—
Description Status Checks Monitoring Tags -
Savings Plans B

@ Feedback (@ English (US) Privacy Policy ~ Terms of Use

§# Instances | EC2 Management C:

B  https://ap-south-1.console.aws.amazon.com

Terminate Instances

A | Warning
On an EBS-backed instance, the default action is for the root EBS volume to be deleted when the
instance is terminated. Storage on any local drives will be lost

Are you sure you want to terminate these instances?

« 1-01831ebdded1ici44

agement Co. X

8  https://ap-south-1.console.aws.amazon.com te (2} Y
Services ~ Resource Groups ~ * kashifk ~ Mumbai - Support -
ence 3
Launch Instance Actions ¥
T il Lov e
dev = Q, Filter by tags and attributes or search by keyword [>] 1to1o0f1
4 @ Name ~ Instance ID - Type ~ ilability Zone ~ State ~  Status Chet

e -01831ebddediicfiad 2 micro ap-south-1b

agement Co X
B https://ap-south-1.console.aws.amazon.com,

H Services v Resource Groups ~ * L k Mumbai ~  Support v

ence Launch Instance Actions v

: Lo e
c‘g.- - Q Filter by tags and atiributes or search by keyword 9 1to1o0f1

n

k

1 q @ Name ~ Instance ID | Instance Type - Availability Zone - ~ | Status Cher

[ ] i-01831ebdded1fcfdd 12.micro ap-south-1b @ terminated
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